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Abstract. Background. The research objective is devel-
opment of models and technologies for dynamic synthesis
and configuration of the distributed multi-level systems
of regional security network-centric control. It is essential
to property improving of information and analytical sup-
port of management activity in situational centers of the
region and interaction efficiency enhancement between
security operators control under critical situations. Mate-
rials and methods. The multi-agent system technology
serves as the basis for network-centric control implemen-
tation tool. The research methodology is based on appli-
cation of the modified self-organization model of agent
coalitions in the peer-to-peer distributed systems on the
basis of gradient computational fields. That provides flex-
ible synthesis of the scalable network-centric operating
workspaces for virtual control centers of regional security
and its system integration within the regional information
environment. Results and conclusions. Models and tech-
nology for dynamic synthesis and configuration of multi-
agent decision support systems and associated resource
virtual networks for each control field of regional security
have been developed. Technology implementation in
practice allows formation of network-centric digital plat-
form for security control of the region and potential fea-
ture spectrum extension of the existing system of distrib-
uted situational centers.

Annomayusa. Axmyansnocmo u yeau. llenwio ucciaenona-
HUS SBISAETCS pa3padoTKa MOZIENeH W TEXHOIOTHH ITHHA-
MHUYECKOTO0 CHHTE3a U KOH(PUTYpUPOBaHUS paclpeesieH-
HBIX MHOTOYPOBHEBBIX CHCTEM CETEUEHTPHIECKOTO
YIpaBIeHUS] PETHOHAIBHOW O€301IaCHOCTBIO ISl MOBBI-
IMIeHUs  KadecTBa  MH()OPMAMOHHO-aHAJMTHYECKOTO
olecrieueHNs YIPaBICHYECKON NEATENFHOCTH B CHTya-
IIMOHHBIX [IEHTpax peruoHa u 3(pQeKTHBHOCTH B3aMMO-
JEHCTBUS OPraHOB YIPABJICHUS 0€30MMacHOCTBHIO B YCIO-
BUSIX KPU3UCHBIX CUTyauuil. Mamepuanvt u memoosl.
TexHONMOTHST MYJIFTHATEHTHBIX CHCTEM CIY)KUT Cpea-
CTBOM pEaln3allii CETELEHTPUIECKOTO YIpaBIICHHUS.
Metononorus Gasupyercs Ha NPUMEHEHHH MOAUDUIU-
POBaHHOM MOJENM CaMOOpPraHM3alMU KOAIUIMH areHTOB
B OHOPAHTOBBIX PACHPEAEICHHBIX CHCTEMax Ha OCHOBE
TPaJMECHTHBIX BBIYHCIUTEIBHBIX MOJICH, 4TO oOecneunBa-
€T TUOKHI CUHTE3 pacIupsieMOol CeTEIEHTPUIECKOM cpe-
Il QYHKITMOHUPOBAHHS BHPTYAIBHBIX ICHTPOB YIIpaBJIec-
HUs  OE30MaCHOCTBIO pErMoHa ¥ WX  CHCTEMHYIO
MHTETPAlMI0 B PETHOHAIBHOE WH(OpPMAIMOHHOE IIPO-
CTpaHCTBO. Pe3ynvmamvl U 6b1600bl. PazpaboTanbl Moaenu
Y TEXHOJIOTHsI AMHAMHYECKOr0 CHHTE3a W KOH(Urypupo-
BaHMUS MYJIBTHATCHTHBIX CHCTEM IOJICPKKH TPHHATHS
pelleHnil ¥ BUPTyalbHBIX CETeH acCOLMUPOBAHHBIX pe-
CYpPCOB IS KKIOH OONAacTH yHpaBIICHHS PETHOHAIBHON
Oe3omacHocThio. [IpakTHyeckas peanu3anusi TEXHOJOTHU
MO3BOJIUT C(HOPMHPOBATH CETCHEHTPHIECKYIO IH(POBYIO
wiarpopMy ynpasieHHsi OE30MacHOCTBIO PErnoHa M pac-
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HIMPUTH CHEKTP BO3MOXKHOCTEH CYIECTBYIOLIEH CHCTEMBI
pacrpeelIeHHbIX CUTYallMOHHBIX LIEHTPOB.

Keywords: dynamic synthesis, configuration, multi-agent | Kirwouesote croea: nuHaMUYECKUil CHHTE3, KOHQUTYpH-
system, model, self-organization, information technology, | poBanue, MyJIbTHATCHTHAsI CHCTEMa, MOJCIb, CaMOOpra-
network-centric control, security, region. HU3ALUS, TEXHOJIOTHsS, CETEIEHTPUUECKOE YIPaBICHHE,
6e301acHOCTb, PETHOH.

Introduction

The analysis of the state-of-the-art research in the field of applied multi-agent system (MAS) engi-
neering [1] shows that, despite the great potential of the modern MAS development and based on its tech-
nological solutions for various application domains, the issues of applying agent-based technologies for
network-centric management information support problem-solving of regional security [2] are not suffi-
ciently studied in theory and practice.

The use of MAS technology in the field of regional security information support is conditioned by
the high dynamics of the security management entities functioning environment, the needs to coordinate
decentralized decision-making and take into account the human factor within the management process. The
latter is expressed in the active influence of the managed system on the control process.

Application of peer-to-peer multi-agent information systems designed on the basis of SOA-
technology (SOA — Service-Oriented Architecture) [3] maintaining cloud and web-services allows an ade-
quate information and analytical environment development for regional security management support and
decision-making problem-solving taking into account the distribution, dynamics and structural complexity
of the regional socio-economic system components. A foundation of the well-known service-oriented ap-
proach is the agent-based orientation principle, which consists in use of intelligent agents and web-services
as components of distributed information systems that are autonomously functioning and having purposeful
behavior. This approach enables the management processes virtualization of regional security individual
components by delegating the functions of information monitoring over the state of various regional securi-
ty indicators and risk management to intelligent pro-active agents.

The application field expansion of MAS technology to regional security management problem-
solving provided the prerequisites for a new class of MAS development, namely situational-coalition multi-
agent systems (SCMAS). These SCMAS are focused on decision-making information support in the field
of security management of socio-economic systems. The SCMAS represents a set of interacting agent coali-
tions and associated virtual resource networks dynamically formed to provide situational awareness and risk
management in diverse crisis situations. The situation refers to a state of the investigated system, character-
ized by a set of parameters, at a certain time point. In general case, SCMAS form problem-oriented virtual
spaces including a set of agents, which possess necessary competencies to solve situation management
problems, and a set of information resources and services.

Problem Statement and Methodology

Agent coalition formation is one of the effective approaches to multi-agent models synthesis and con-
figuration of regional security management organizational structures in heterogeneous crisis situations tak-
ing into account dynamically changing conditions. Intelligent agent coalition interaction ensures self-
organization and operability of the virtual environment for regional security management, as well as group
decision-making coordination. Agent-based monitoring and control are appealed to increase the effective-
ness of regional security management information support.

To jointly solve problems in the context of the crisis situation agents can join in coalitions. A coali-
tion of agents is defined as a group of agents united by common goals to solve a problem and having suffi-
cient overall competence to solve this problem. The group goal of agent coalition is defined as an objective
function from the individual goals of the agents included in this coalition. The membership of a new agent
into the coalition is only possible when it maximizes the objective function describing the group goal of the
coalition. There are two ways to form problem-oriented agent coalitions: static and dynamic. In the first
case parameters describing the crisis situation and agent competencies are fixed, in the second — they
change over the time. In our study we analyze the dynamic formation of agent coalitions.

SCMAS forming problem statement constitutes following main components: set of situations, set of
agent coalitions, set of resources and its configuration in the regional virtual environment, which deter-
mines possible directions of using the SCMAS in a particular security area.
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The SCMAS formal theoretical-multiple model has the following form:
SCMAS ={A,R, VE,ORG,CS, CSC} ,

where 4 is a set of agents from which coalitions are formed COAL | ;< A4 to solve problems defined within

the current situation model; R is a set of resources; VE is a virtual environment in which the SCMAS is lo-
cated; ORG is a set of basic organizational structures that correspond to the agent specific functions (roles)
and relationship between the agents; CS is a set of crisis situations; CSC is a set of crisis situation classes
for which the SCMAS are intended.

For SCMAS dynamic formation special models of agent self-organization are required. As such a
model, the MAS self-organization model based on gradient (computational) fields [4] is implemented. In
peer-to-peer distributed MAS with this self-organization model an analogue of the field and its gradient is
certain distributed data structure with a unique identifier. In the agent environment this data structure is rep-
resented in a unified form that allows other agents to access it at each point of virtual environment. The
field contains contextual (local or global) information about the environment and/or the gradient field initia-
tor needed for decision-making, coordination and self-organization.

The field propagation function is assigned to system agents. In this case agents relay the field to
neighbors, modifying its strength. This process of transferring a field from agent to agent is repeated until
the force of the field is less than a certain threshold when it is assumed to be zero. Agents can initiate not
one, but several different computational fields (including their combination) depending on their role in the
system and resource capabilities.

With this approach the agent self-organization consists in automatic formation of problem-oriented
multi-agent virtual spaces [5], combining agents with close goals and the required set of competencies in coa-
litions, within the distributed information environment. At the same time control agent-moderators are gener-
ated for each separated virtual space, implementing procedures for task distribution between the agents, inter-
coalition migration and reorganization processes coordination, identifying certificates issue, etc.

The formal model of agent computational field is as follows:

ACF =(ID,LC,PR.1),

where ACF is a agent computational field; /D is a unique identifier of data structure (computational field);
LC is a contextual information about the field initiating agent (local context of the agent, including descrip-
tion of its competencies, model of the current situation and tasks to be solved, location in the network, etc.);
PR is a rule of field propagation over the network; ¢ is the agent lifetime in the network or the time when its
local context is updated.

By context is meant according to [6] a model describing the knowledge relevant to user task and shared
by the information environment components in the course of solving the task. In other words the context is
any information that can be used to characterize the situation in which a certain object is currently located and
information that can be obtained from that object. The object may be an agent, a user, an external environ-
ment, a physical object or an application program. The situation occurs when objects interact. As a result, the
context forms a part of the information environment used by the objects in their interaction [7].

Agents have access to the field by perceiving the values of its parameters and changing it to reflect
the local context representing the location and/or state of the agent. An agent located at a specific point in
the virtual space perceives parts of the gradient field from its neighbors and selects a behavior strategy (de-
terministic or probabilistic) controlled by the resulting field. It interacts with neighbors in some form, for
example, it moves to them, sends messages through them, inquires them for information, etc. The source of
coordinating information during this selection remains the gradient field and its local characteristics, which
are perceived by each agent.

The necessary and sufficient condition for SCMAS formation in the virtual environment is the gradi-
ent collinearity and co-directionality of computational fields of the given set of agents and certain source in-
itiator. Formally, this rule is described as follows:

VACF|, TTVACF|,

where VACF |, is a gradient of agent computational field 4, € 4 that initiated the field; VACF |, is a gra-

dient of other agent computational field a, € 4,i=1...N in the virtual environment. At the same time initi-
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ating agent a, € 4 "attracts" agents @,€ 4,i=1..N to itself and is the managing agent-moderator within

the framework of problem-oriented virtual space formed around it.

The agent "movement" coordination in the virtual space (MAS dynamics) is carried out by the shape
of the field and its change from node to node, from agent to agent. Information about the agent "movement"
direction is obtained by evaluating the changes of computational field and agent local context represented in
it in various directions.

Technology Implementation Procedures

To dynamic configuration problem-solving of the multi-agent system for regional security control
(MAS RSC) by forming agent coalitions and associated virtual networks of resources and web-services at
different levels of management in each area of regional security, an agent-based technology for dynamic
synthesis and configuration of problem-oriented SCMAS has been developed. The technology structure and
functional components are represented at figure 1.

The technology implements the following procedures:

1) synthesis of virtual organizational management structures (VOMS) models using automated
method [8] for different types of situations, determination of its structure and composition;

2) potential VOMS participants selection at the strategic and tactical planning levels based on analy-
sis of the security management entities competencies and profiles registered in MAS RSC;

3) agent coalitions formation such that its total competencies meet the requirements of solved tasks
of the regional security management in crisis situations of a certain security class;

4) virtual networks of resources formation associated with security management problems for vari-
ous situations and with synthesized agent coalitions that form the VOMS;

5) search and composition of web-services for processing and analysis of data sets generated during
execution of the fourth procedure for each area of regional security and multiple tasks to be solved;

6) quality analysis of the generated VOMS configuration and efficiency assessment of its implemen-
tation;

7) parameters additional determination of the agent local context or MAS RSC information objects based
on the results of the sixth procedure, if necessary, and further reconfiguration of the generated VOMS;

8) formation of problem-oriented multi-agent virtual spaces, which are SCMAS, based on synthe-
sized VOMS for each regional security area;

9) reorganization and reconfiguration of MAS RSC in case of obtaining new information from the
external environment, connection (deactivation) of MAS RSC components (agents, web-services, data
sources), registration of new security management actors in the system, integration of third-party infor-
mation systems elements, etc.

The SCMAS formation is one of the effective methods for implementing the synthesis of network-
centric management systems of regional security.
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Fig. 1. Structural model of technology for dynamic synthesis and configuration
of multi-agent system of regional security control (MAS RSC)
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Various SCMAS configurations are designed and tested on the basis of the JADE-platform (Java
Agent Development Environment) [9] and using the Netlogo software agent simulator [10].

The configuration of the MAS RSC directly depends on the configuration parameters of the generat-
ed problem-oriented multi-agent virtual spaces for each regional security area. That is, the MAS RSC con-
figuration model as a part of unified information environment of the region is described by a set of configu-
ration models:

VE s rsc ={VEi |csci} ci=1.M , VE, spsc CVE,

region >
where VE, .,
model of problem-oriented multi-agent virtual space, formed for management information support problem-
solving under crisis situations of the i security class; M is s number of problem-oriented multi-agent virtual
spaces forming the MAS RSC, and at the same time M can be fixed both in the case of using the generally
accepted tree-like crisis classifier for various types of security, and dynamically change taking into account
the self-organization of MAS RSC elements, new nodes connection, agent generation, crisis situations reg-
istration or new information receipt in the system.

Formally, the configuration model of a problem-oriented multi-agent virtual space is described by a
tuple of sets:

is a configuration model of regional information environment; VE, | is a configuration

VE, |CSCI:{SSi,Rl,ASi,WS[,Zi |csc,} >

Flak
‘4 %q

where SS; is a set of VOSM forming the i virtual space, SS' = {coal c A} , coal c A is a set of
o -

agent coalitions participating in problem-solving z, € VA lcsc. with functional (F) and informational (1)
competencies (sz ! ) ; R’ is a set of information and analytical resources integrated within the i virtual

space; AS' is a set of services; WS’ is a set of web-services registered in MAS RSC used in i virtual
space; Z' |CSq is a set of tasks to be solved within the framework of crisis situations of the i security class;

CSC, is a i security class according to the tree-like classifier of crisis situations.
The structural model of MAS RSC configuration process is shown schematically in figure 2.
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Fig. 2. Conceptual scheme of configuration procedure of virtual environment
for regional security control based on coalition multi-agent systems (CoMAS)
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Discussion

Dynamic configuration and self-organization of MAS RSC components are a necessary and suffi-
cient condition to maintain its operability and self-development in the regional information environment.
The application effect of MAS RSC is higher than larger and more meaningful its internal volume is, i.e.
number of registered heterogeneous security management entities and their virtual representatives (agents),
web-services, connected nodes, information resources, integrated software components of departmental in-
formation systems, etc. However, the growth of system volume naturally leads to an increase of the prob-
lem complexity of information elements and services retrieval and VOMS variants composition because of
polynomial growth of the number of alternatives. In order to the system is not losing its availability under
conditions of its own unrestricted growth, special self-organization mechanisms allowing its internal struc-
ture dynamic formation are needed. Such mechanisms implementation provides volume reduction of pro-
cessed and transmitted data during the new information resources and web-services registration in the sys-
tem as well as during the search for joint activity agents on the distributed system nodes and its
competencies assessment followed by agent coalition formation and effective VOMS models synthesis.

To solve this problem we propose a mechanism for agent self-organization, improving the implemen-
tation effect of self-organization model based on gradient (computational) fields. Our self-organization
mechanism is based on generalization procedures of the formalized descriptions of crisis situations and
solving managerial tasks using tree-like conceptual models of the knowledge domains. Formal generaliza-
tion procedures in detail are proposed in [11]. The search criteria for web- and agent services and infor-
mation resources retrieval in the semantic space (knowledge domain ontology) used during VOMS synthe-
sis are weakened under generalization process. A semantic space is represented by the conceptual model of
regional security [12]. This also uses a tree-based crisis situation classifier for different security areas. The
generalization procedure provides semantics automated synthesis of the group of solving control problems
within the framework of a generalized crisis situation and, through this, a potential increase of the number
of alternative VOMS variants generated within the virtual environment. Technically, the semantic descrip-
tion generalization of several security management tasks or crisis situations consists in creating a new task
or situation that "covers" the initial ones, and generating of software agent possessing a necessary set of
competencies to solve this problem or situation and representing generalized competencies of the agent coa-
lition.

With this approach the preliminary formation of problem-oriented multi-agent virtual spaces is car-
ried out by mapping the agent goals and competencies to tree-based conceptual models of the knowledge
domain followed by subsequent localization of the main part of agent retrieval and other requests within the
group and further activity analysis of its communications with each other. The similarity of interests (in-
cluding solving tasks, required set of competencies or services, etc.) leads to the fact that the most active
and information-rich agent communications are concentrated inside a single virtual space, while outside it
information exchange is less active. The approach is based on multi-agent technology for virtual integration
platforms formation proposed in the study [5]. This technology provides the possibility to reduce network
traffic and load on system nodes by reducing the number of communications between system agents and
reducing the volume of data processed and transmitted by agents in a distributed information environment.

To solve the dynamic configuration problem of problem-oriented virtual spaces and MAS RSC in
general special agent learning methods are required. For this purpose an approach to agent learning based
on the combined use of agent simulation apparatus and polymodel complexes that are part of the MAS RSC
distributed agent platform [13], as well as a model generally accepted in the collective intelligence theory
based on collective (group) learning with reinforcement [14, 15], which is a special case of the learning by
instruction method is proposed. At the same time the instructor role appears both the environment itself and
its model embedded in the agent simulation apparatus and developed by it. As one of varieties of collective
learning models with reinforcement we propose to use the modified Q-learning method [15] based on the
Q-routing and optimization algorithms implementation according to the ant colony principle (Swarm Intel-
ligence). This approach provides agent behavior strategy focused selection based on the previous interac-
tions experience with the environment and with other agents. The Q-learning method limitation [16] is its
applicability only to situations that can be represented in the form of Markov decision process.

The contribution of the proposed method of agent learning consists in integration of collective learn-
ing model with reinforcement (Q-learning) based on ant colony principle (Swarm Intelligence) and external
environment system-dynamic model implemented in agent simulation apparatus [17]. This improves the au-
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tonomy and efficiency of software agents in solving user problems in conditions of incomplete semi-
structured data.

Conclusion

A multi-agent virtual environment for network-centric control information support of regional securi-
ty is a distributed system of autonomous software agents, information resources and web-services, as well
as special software that supports the joint use of elements of this system in a single information environ-
ment. To functioning support of such an environment under conditions of decentralized management and
external environment high dynamics, a technology for dynamic synthesis and configuration of virtual re-
source networks with dedicated organizational management centers of regional security has been devel-
oped. The technology is based on agent self-organization models in open multi-agent systems and provides
operability enhancement of relevant information collecting and processing to decision-making support at all
levels of regional security management.

Distinctive features of the developed technology are:

— behavior modeling of the each subject of management as an autonomous pro-active entity with its
own interests and goals;

— implementation and use of cognitive agents with a simulation apparatus having a hybrid architec-
ture;

— implementation of network-centric control principles;

— implementation of modified agent self-organization model based on gradient computational
fields;

— agents high adaptation to external environment dynamics due to combined use of collective learn-
ing methods with reinforcement (Q-Learning) and system-dynamic models embedded in the agents' simula-
tion apparatus.

Proposed technology implementation in practice ensures the achievement of the following system ef-
fects: adaptability, self-organization and self-contextualization abilities, decentralized control coordination,
self-identification, infomobility.

Technology application limitations may be the reasons associated with the occurrence of abnormal
situations within the MAS itself. Examples of such situations are: incomprehensible information receiving
from the external environment that is difficult for system agents to perceive and which does not induce the
agents to take any actions; the computational field initiated by the agents is not perceived by other agents
and its action is useless, which decelerates agent self-organization process into problem-oriented virtual
spaces and interrupts the coordination of its behavior.
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